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1.1 Introduction

1 public_key User's Guide

This application provides an API to public-key infrastructure from RFC 5280 (X.509 certificates) and public-key
formats defined by the PK CS standard.

1.1 Introduction

1.1.1 Purpose

The Public Key application dealswith public-key related file formats, digital signatures, and X-509 certificates. Itis
alibrary application that provides encode/decode, sign/verify, encrypt/decrypt, and similar functionality. It does not
read or write files, it expects or returnsfile contents or partial file contents as hinaries.

1.1.2 Prerequisites

It is assumed that the reader is familiar with the Erlang programming language and has a basic understanding of the
concepts of using public-keys and digital certificates.

1.1.3 Performance Tips

The Public Key decode- and encode-functions try to use the NIFs in the ASN.1 compilers runtime modules, if they
can be found. Thus, to have the ASN1 application in the path of your system gives the best performance.

1.2 Public-Key Records

This chapter briefly describes Erlang records derived from ASN.1 specifications used to handle public key
infrastructure. The scope is to describe the data types of each component, not the semantics. For information on the
semantics, refer to the relevant standards and RFCs linked in the sections below.

Usethefollowingincludedirectiveto get accessto the recordsand constant macros described in the following sections:

-include_lib("public_key/include/public_key.hrl").

1.2.1 Data Types

Common non-standard Erlang data types used to describe the record fieldsin the following sections and which are not
defined in the Public Key Reference Manual follows here:

time() =

utc_time() | general _tine()
utc_time() =

{utcTime, "YYMVDDHHWESZ"}
general _time() =

{general Time, "YYYYMVDDHHMVSSZ" }
general _nane() =

{rfc822Name, string()}
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{dNSNane, string()}

{x400Address, string()}

{directoryName, {rdnSequence, [#AttributeTypeAndValue'{}]}}
{edi PartyNane, special _string()}

{uni fornResourceldentifier, string()}
{i PAddress, string()}
{registeredld, oid()}
{other Nanme, term()}
special _string() =

I
I
|
I
| {ediPartyName, special_string(), special_string()}
I
I
I
|

{teletexString, string()}
| {printableString, string()}
| {universal String, string()}
| {utf8String, binary()}
| {brmpString, string()}
di st_reason() =
unused
keyConpr omni se
cAConpr om se
affiliationChanged
super seded

I

I

I

|

| cessationCOf Operation

| certificateHold

| privilegeWthdrawn

| aAConpromni se

A D nmacro() =
?0 D_nane()

A D nane() =

atom()

1.2.2 RSA
Erlang representation of Rivest-Shamir-Adleman cryptosystem (RSA) keysfollows:
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1.2.3 DSA

#' RSAPubl i cKey' {

nodul us,

% i nt eger ()
publ i cExponent % i nt eger ()

}.
#' RSAPri vat eKey' {
ver si on,
nodul us,

publ i cExponent ,
pri vat eExponent,

prinel,
prine2,
exponent 1,
exponent 2,
coefficient,

% two-prine |

% i nt eger ()
% i nt eger ()
% i nt eger ()
% i nt eger ()
% i nt eger ()
% i nt eger ()
% i nt eger ()
% i nt eger ()

mul ti

ot her Pri nel nf os

}.

# OtherPrinelnfo'{

prine,
exponent,

coefficient

}.

#' RSASSA- PSS- par ans' { hashAl gori thm
maskGenAl gorit hm

% [#O herPrinmel nfo{}] |

asnl_NOVALUE

% i nt eger ()
% i nt eger ()
% i nt eger ()

sal tLengt h,
trailerField,

.

#' HashAl gorithm {al gorithm
par anmeters

#' MaskGenAl gori thm {al gorithm
par amet er s,

}.

}.

% #' HashAl gorithm {}},
% #' MaskGenAl gorithm {}},

% integer(),

% i nt eger ()

% oi d()
% defaults to asnl_NOVALUE

% oi d()
% defaults to asnl_NOVALUE

Erlang representation of Digital Signature Algorithm (DSA) keys

#' DSAPri vat eKey' , {

ver si on,
p,
qa,
g,
Y,
X

}.

% i nt eger (
% i nt eger (
% i nt eger (
% i nt eger (
% i nt eger (
% i nt eger (

#' Dss- Parns' , {

P,

a,
g
}.

)
)
)
)
)
)

% i nt eger ()

% i nt eger ()
% i nt eger ()

1.2.4 ECDSA and EDDSA
Erlang representation of Elliptic Curve Digital Signature Algorithm (ECDSA) and Edwards-Curve Digital

Signature Algorithm (EDDSA) where parameters in the private key will be { nanedCur ve,

2'i d- Ed448' } .

?'id- Ed25519'
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#' ECPri vat eKey' {

version, % i nt eger ()
privat eKey, % bi nary()
par anet ers, % { ecParaneters, # ECParaneters'{}} |

% {namedCurve, QO d::tuple()} |
% {implicitlyCA 'NULL'}

publ i cKey % bitstring()
}.
#' ECPar anet ers' {
versi on, % i nt eger ()
fieldl D, % # Fieldl D {}
curve, % #' Curve' {}
base, % bi nary()
or der, % i nt eger ()
cof act or % i nt eger ()
}.
#' Curve'{
a, % bi nary()
b, % bi nary()
seed % bitstring() - optional
}.
# Fieldl D {
fieldType, % oi d()
par anet er s % Dependi ng on fiel dType
}.
#' ECPoi nt ' {
point % binary() - the public key
}.

1.2.5 PKIX Certificates

Erlang representation of PKIX certificates derived from ASN.1 specifications see al so X509 cer tificates (RFC 5280),
asoreferredto aspl ai n type, are asfollows:

# Certificate'

tbsCertificate, % #' TBSCertificate' {}

si gnat ureAl gorithm % # Algorithmdentifier'{}

signature % bitstring()

}.
# TBSCertificate'

versi on, %vl | v2 | v3
seri al Nunber, % i nt eger ()
signature, % # Algorithmdentifier'{}
i ssuer, % {rdnSequence, [#AttributeTypeAndVal ue'{}]}
validity, %# Validity' {}
subj ect, % {rdnSequence, [#AttributeTypeAndVal ue'{}]}
subj ect Publ i cKeyl nfo, % #' Subj ect Publ i cKeyl nfo' {}
i ssuer Uni quel D, % binary() | asnl_noval ue
subj ect Uni quel D, % bi nary() | asnl_noval ue
ext ensi ons % [#' Extension' {}]

}.

# Al gorithmdentifier'{
algorithm % oid()
paraneters % der_encoded()

.
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Erlang aternate representation of PKIX certificate, also referred to as ot p type

# OTPCertificate'{
tbsCertificate,
signatureAl gorithm

% #' OTPTBSCertificate' {}
% #' Si gnat ur eAl gorithm

[#Attri but eTypeAndVal ue' {}]1}

si gnature % bitstring()
}.
#' OTPTBSCertificate'{

ver si on, %vl | v2 | v3

seri al Nunber, % i nteger ()

si gnature, % #' Si gnat ur eAl gorithm
i ssuer, % {rdnSequence,
validity, % # Validity {}

subj ect, % {rdnSequence,

subj ect Publ i cKeyl nf o,
i ssuer Uni quel D,

subj ect Uni quel D,

ext ensi ons

% bi nary() |
% bi nary() |

[#Attri but eTypeAndVal ue' {}]1}

% #' OTPSubj ect Publ i cKeyl nfo' {}
asnl_noval ue
asnl_noval ue

% [ #' Extension' {}]

}.
#' Si gnat ureAl gorit hm {
algorithm % id_signature_algorithn()
paraneters % asnl_noval ue | #' Dss-Parns'{}
}.

i d_signature_al gorithm)
The available OID names are as follows:

= O D _nacro()

OID Name

id-dsa-with-shal

id-dsawithSHA1 (1SO or OID to above)

md2WithRSAEncryption

md5WithRSAEncryption

shalWithRSAEncryption

sha-1WithRSAEncryption (1SO or OID to above)

sha224WithRSAEncryption

sha256WithRSAEncryption

shab12WithRSAEncryption

ecdsa-with-SHA1

Table 2.1: Signature Algorithm OIDs

Thedatatype' Attri but eTypeAndVal ue'

, isrepresented as the following erlang record:
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# Attribut eTypeAndVal ue' {
type, % id_attributes()
value %term)

}.

The attribute OID name atoms and their corresponding value types are as follows:

OID Name Value Type

id-at-name special_string()
id-at-surname special_string()
id-at-givenName special_string()
id-at-initials special_string()
id-at-generationQualifier special_string()
id-at-commonName special _string()
id-at-localityName special_string()
id-at-stateOrProvinceName special_string()
id-at-organizationName special_string()

id-at-title special_string()
id-at-dnQualifier { printableString, string()}
id-at-countryName { printableString, string()}
id-at-serial Number { printableString, string()}
id-at-pseudonym special_string()

Table 2.2: Attribute OIDs

Thedatatypes' Val idity',"' Subj ect Publ i cKeyl
are represented as the following Erlang records:
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1.2 Public-Key Records

# Validity'{
not Bef or e,
not Af t er

}.

#' Subj ect Publ i cKeyl nf o' {
al gorithm % #Al gorithmdentifier{}
subj ect Publ i cKey % bi nary()

.

#' Subj ect Publ i cKeyl nf oAl gori t hm {
algorithm % id_public_key_algorithmn()
paraneters % public_key_parans()

}.

% time()
% time()

The public-key algorithm OID name atoms are as follows:

OID Name

rsaEncryption

id-dsa

dhpublicnumber

id-keyExchangeAlgorithm

id-ecPublicKey

Table 2.3: Public-Key Algorithm OIDs

#' Ext ensi on' {

ext nl D, % id_extensions() | oid()
critical, % boolean()
extnVal ue % der_encoded()

}.

i d_ext ensi ons() Standard Certificate Extensions, Private Internet Extensions, CRL Extensions and CRL Entry

Extensions.

1.2.6 Standard Certificate Extensions

The standard certificate extensions OID name atoms and their corresponding value types are as follows:

OID Name

Value Type

id-ce-authorityK eyl dentifier

#AuthorityKeyldentifier'{}

id-ce-subjectK eyldentifier oid()
id-ce-keyUsage [key _usage()]
id-ce-privateK eyUsagePeriod #PrivateK eyUsagePeriod{}

id-ce-certificatePolicies

#Policylnformation'{}
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id-ce-policyMappings

#PolicyMappings_ SEQOF{}

id-ce-subjectAltName

general_name()

id-ce-issuerAltName

general_name()

id-ce-subjectDirectoryAttributes

[#Attribute{}]

id-ce-basicConstraints

#BasicConstraints{}

id-ce-nameConstraints

#NameConstraints{}

id-ce-policyConstraints

#PolicyConstraints{}

id-ce-extKeyUsage

[id_key_purpose()]

id-ce-cRL DistributionPoints

[#DistributionPoint'{}]

id-ce-inhibitAnyPolicy

integer()

id-ce-freshestCRL

[#DistributionPoint'{}]

Table 2.4: Standard Certificate Extensions

Here:
key usage()

digital Signature
nonRepudi ati on
keyEnci pher nent
dat aEnci pher nent

|

I

I

| keyAgreenent
| keyCert Sign

| cRLSi gn

| enci pherOnly
| deci pherOnly

Andfori d_key purpose():

OID Name

id-kp-serverAuth

id-kp-clientAuth

id-kp-codeSigning

id-kp-email Protection
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1.2 Public-Key Records

id-kp-timeStamping

id-kp-OCSPSigning

Table 2.5: Key Purpose OIDs

Ericsson AB, All Rights Reserved: public_key | 9



1.2 Public-Key Records

#' Aut hori tyKeyl dentifier'{
keyl dentifier, % oi d()
aut horityCertl ssuer, % gener al _nane()
aut horityCert Serial Nunmber % i nteger()

}.

#' Privat eKeyUsagePeri od' {
not Bef or e, % general _tine()
not Af t er % general _tine()

}.

#' Policylnformation'{
policyldentifier, % oid()
policyQualifiers % [#Pol i cyQual ifierlnfo{}]

}.

# PolicyQualifierlnfo'{
policyQualifierld, % oi d()
qualifier %string() | # UserNotice'{}
}.

#' User Noti ce' {
not i ceRef, % #' Not i ceRef erence' {}
explicitText %string()

}.
#' Noti ceRef erence' {
organi zati on, % string()
not i ceNunber s % [integer()]
}.

#' Pol i cyMappi ngs_SEQOF' {
i ssuer Donmai nPol i cy, % oid()
subj ect Domai nPol icy % oi d()

.

# Attribute'{
type, %oid()
val ues % [ der _encoded()]

1.

#' Basi cConstraints'{
CA, % bool ean()
pat hLenConstraint % i nteger()

1.

#' NameConstraints'{
perm ttedSubtrees, % [# General Subtree'{}]
excl udedSubt r ees % [#' General Subtree'{}]

1.
#' Gener al Subtree'{
base, % gener al _nane()

m ni num % i nt eger ()
maxi mum % i nt eger ()

1.

#' Pol i cyConstraints'{
requireExplicitPolicy, %integer()
i nhi bi t Pol i cyMappi ng % i nteger ()
1.
# DistributionPoint'{
di stributionPoint, % {full Name, [general _nanme()]} | {naneRel ati veToCRLI ssuer,
[#Attri but eTypeAndVal ue{}]}
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reasons, % [di st_reason()]
cRLI ssuer % [ gener al _nane()]
}-

1.2.7 Private Internet Extensions

The private internet extensions OID name atoms and their corresponding value types are as follows:

OID Name Value Type
id-pe-authorityl nfoAccess [#AccessDescription'{ }]
id-pe-subjectInfoAccess [#AccessDescription'{ }]

Table 2.6: Private Internet Extensions

#' AccessDescription' {
accessMet hod, % oi d()
accesslLocation % gener al _nane()

1.

1.2.8 CRL and CRL Extensions Profile

Erlang representation of CRL and CRL extensions profile derived from ASN.1 specifications and RFC 5280 are as
follows:

# CertificateList'{

t bsCert Li st, % #' TBSCert Li st {}
signatureAl gorithm % # Al gorithmdentifier'{}
si gnature % bitstring()
1.
#' TBSCert Li st' {
ver si on, % v2 (if defined)
si gnature, % #Al gorithm dentifier{}
i ssuer, % {rdnSequence, [#AttributeTypeAndVal ue' {}]}
t hi sUpdat e, % tinme()
next Updat e, % tinme()
revokedCertificates, % [# TBSCertList_revokedCertificates_SEQOF {}]
crl Ext ensi ons % [ #' Extension' {}]
1.
#' TBSCert Li st _revokedCerti ficates_SEQCOF {
userCertificate, % i nteger ()
revocati onbDat e, % tinmer()
crl Ent r yExt ensi ons % [ #' Extension' {}]
1.

CRL Extensions

The CRL extensions OID name atoms and their corresponding value types are as follows:;

OID Name Value Type

id-ce-authorityKeyldentifier #AuthorityKeyldentifier{}
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id-ce-issuerAltName {rdnSequence, [#AttributeTypeAndValue{}]}
id-ce-cRLNumber integer()

id-ce-deltaCRL Indicator integer()

id-ce-issuingDistributionPoint #lssuingDistributionPoint'{ }
id-ce-freshestCRL [#Distributionpoint'{}]

Table 2.7: CRL Extensions

Here, the datatype' | ssui ngDi stri buti onPoi nt' isrepresented as the following Erlang record:

#' | ssui ngDi stri buti onPoi nt' {

di stributionPoint, % {ful |l Name, [general _nanme()]} | {naneRel ati veToCRLI ssuer,
[#Attri but eTypeAndVal ue' {}1}
onl yCont ai nsUser Certs, % bool ean()
onl yCont ai nsCACert s, % bool ean()
onl ySoneReasons, % [ di st _reason()]
i ndi rect CRL, % bool ean()
onl yCont ai nsAttributeCerts % bool ean()

1.

CRL Entry Extensions

The CRL entry extensions OID name atoms and their corresponding value types are as follows:

OID Name Value Type
id-ce-cRLReason crl_reason()
id-ce-holdInstructionCode oid()
id-ce-invalidityDate genera_time()
id-ce-certificatel ssuer general_name()

Table 2.8: CRL Entry Extensions

Here:

crl _reason()

unspecified
keyConpr om se
cAConpr omi se

I
I
| affiliationChanged
| superseded

I

cessati onOf Operati on
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| certificateHold

| renmoveFr onCRL

| privilegeWthdrawn
| aAConprom se

PKCS#10 Certification Request

Erlang representation of a PKCS#10 certification request derived from ASN.1 specifications and RFC 5280 are as
follows:

# Certificati onRequest’ {
certificationRequestlinfo # CertificationRequestlinfo'{},
si gnat ur eAl gorithm # Certificati onRequest _signatureAl gorithm {}}.

signature bitstring()
}
#' Certificati onRequest!|nfo'{
versi on atom(),
subj ect {rdnSequence, [#AttributeTypeAndVvalue'{}]} ,

subj ect PKInfo # Certificati onRequest|nfo_subjectPKinfo'{},
attributes [# AttributePKCS- 10" {}]

}

#' Certificati onRequest | nfo_subject PKI nf o' {
algorithm #' CertificationRequest!|nfo_subjectPKInfo_al gorithm {}
subj ect Publ i cKey bitstring()

}

# Certificati onRequest | nfo_subjectPKlnfo_algorithm{
al gorithm= oid(),
paranet ers = der_encoded()

}

#' Certificati onRequest _signatureAl gorithm {
al gorithm= oid(),
paranet ers = der_encoded()

}
# Attribut ePKCS- 10' {
type = oid(),

val ues = [der_encoded()]

1.3 Getting Started

This section describes examples of how to usethe Public Key API. Keysand certificates used in the following sections
are generated only for testing the Public Key application.

Some shell printouts in the following examples are abbreviated for increased readability.

1.3.1 PEM Files

Public-key data (keys, certificates, and so on) can be stored in Privacy Enhanced Mail (PEM) format. The PEM files
have the following structure:
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<t ext >

----- BEG N <SOVETHI NG>- - - - -
<Attribute> : <Val ue>
<Base64 encoded DER dat a>
----- END <SOVETHI NG>- - - - -
<t ext >

A file can contain several BEG N/ END blocks. Text lines between blocks are ignored. Attributes, if present, are

ignored except for Pr oc- Type and DEK- | nf o, which are used when DER data is encrypted.

DSA Private Key
A DSA private key can look asfollows:

| File handling is not done by the Public Key application.

1> {ok, PenBin} = file:read_file("dsa.pent).
{ok, <<"----- BEG N DSA PRI VATE KEY- - - - - \nM | Buw'. . .>>}

The following PEM file has only one entry, a private DSA key:

2> [DSAEntry] = public_key: pem decode(PenBin).
[{' DSAPri vat eKey' , <<48, 130, 1, 187, 2, 1, 0, 2, 129, 129, 0, 183,
179, 230, 217, 37, 99, 144, 157, 21, 228, 204,
162, 207, 61, 246, . .. >>,
not _encrypted}]

3> Key = public_key: pementry_decode(DSAEntry).

#' DSAPri vat eKey' {version = 0,

12900045185019966618. . . 6593,
1216700114794736143432235288305776850295620488937,
10442040227452349332. . . 47213,
87256807980030509074. . . 403143,
510968529856012146351317363807366575075645839654}

X< Qoo
LI | | I |

RSA Private Key with Password

An RSA private key encrypted with a password can look as follows:

1> {ok, PenBin} = file:read_file("rsa.pent).
{ok, <<"Bag Attribute"...>>}

The following PEM file has only one entry, aprivate RSA key:
2>[ RSAEntry] = public_key: pem decode(PenBi n).
[{' RSAPrivat eKey' , <<224, 108, 117, 203, 152, 40, 15, 77, 128, 126,
221, 195, 154, 249, 85, 208, 202, 251, 109,
119, 120, 57, 29, 89, 19, 9, . . . >>,
{ " DES- EDE3- CBC', <<" kUeg¥puL" >>}}]

In thisfollowing example, the password is" abcd1234" :
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3> Key = public_key: pementry_decode(RSAEntry, "abcd1234").
#' RSAPri vat eKey' {version = 'two-pringe',

nmodul us = 1112355156729921663373. . .2737107,
publ i cExponent = 65537,
pri vat eExponent = 58064406231183...2239766033,
primel = 11034766614656598484098. . . 7326883017,
prime2 = 10080459293561036618240. .. 77738643771,
exponent1l = 77928819327425934607...22152984217,
exponent2 = 36287623121853605733. .. 20588523793,
coefficient = 924840412626098444. ..41820968343,
ot her Pri mel nfos = asnl_NOVALUE}

X509 Certificates

The following is an example of X509 certificates:

1> {ok, PenBin} = file:read_file("cacerts.pent).
{ok, <<"----- BEG N CERTI FI CATE- - - - - \nM I C7j CCAl "...>>}

The following file includes two certificates:

2> [CertEntryl, CertEntry2] = public_key: pem decode(PenBin).
[{'Certificate', <<48, 130, 2, 238, 48, 130, 2, 87, 160, 3, 2,1, 2, 2,
9, 0, 230, 145, 97, 214, 191, 2, 120, 150, 48, 13,
L >,
not _encrypt ed},
{"Certificate', <<48, 130, 3, 200, 48, 130, 3, 49, 160, 3, 2,1, 2, 2, 1,
1,48,13,6,9, 42,134, 72,134, 247, .. .>>,
not _encrypt ed}]

Certificates can be decoded as usual:
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2> Cert = public_key: pementry_decode(CertEntryl).
# Certificate'{
tbsCertificate =
# TBSCertificate'{
version = v3,serial Number = 16614168075301976214,
signature =
# A gorithmdentifier'{
algorithm = {1, 2, 840, 113549, 1, 1, 5},
paraneters = <<5, 0>>},
i ssuer =
{rdnSequence,
[[# Attribut eTypeAndVal ue' {
type = {2,5, 4,3},
val ue = <<19, 8,101, 114, 108, 97, 110, 103, 67, 65>>} ],
[# Attribut eTypeAndVal ue' {
type = {2,5, 4,11},
val ue = <<19, 10, 69, 114, 108, 97, 110, 103, 32, 79, 84, 80>>}],
[# Attribut eTypeAndVal ue' {
type = {2,5, 4,10},
val ue = <<19, 11, 69, 114, 105, 99, 115, 115, 111, 110, 32, 65, 66>>}],
[# Attribut eTypeAndVal ue' {
type = {2,5,4,7},
val ue = <<19, 9, 83, 116, 111, 99, 107, 104, 111, 108, 109>>}],
[# Attribut eTypeAndVal ue' {
type = {2,5, 4, 6},
val ue = <<19, 2, 83, 69>>}],
[# Attribut eTypeAndVal ue' {
type = {1, 2, 840, 113549, 1, 9, 1},
val ue = <<22,22,112,101, 116, 101, 114, 64, 101, 114, . .. >>}]]},
validity =
# Validity'{
not Before = {utcTi ne, "0801090829297"},
not After = {utcTine, "0802080829297"}},
subj ect =
{rdnSequence,
[[# Attribut eTypeAndVal ue' {
type = {2,5, 4,3},
val ue = <<19, 8,101, 114, 108, 97, 110, 103, 67, 65>>} ],
[# Attribut eTypeAndVal ue' {
type = {2,5, 4,11},
val ue = <<19, 10, 69, 114, 108, 97, 110, 103, 32, 79, 84, 80>>}],
[# Attribut eTypeAndVal ue' {
type = {2,5, 4,10},
val ue = <<19, 11, 69, 114, 105, 99, 115, 115, 111, 110, 32, ... >>}],
[# Attribut eTypeAndVal ue' {
type = {2,5,4,7},
val ue = <<19, 9, 83, 116, 111, 99, 107, 104, 111, 108, . ..>>}],
[# Attribut eTypeAndVal ue' {
type = {2,5, 4, 6},
val ue = <<19, 2, 83, 69>>}],
[# Attribut eTypeAndVal ue' {
type = {1, 2, 840, 113549, 1, 9, 1},
val ue = <<22,22,112, 101, 116, 101, 114, 64, . .. >>}]]},
subj ect Publ i cKeyl nfo =
#' Subj ect Publ i cKeyl nf o' {
algorithm =
# A gorithmdentifier'{
algorithm= {1, 2, 840, 113549, 1, 1, 1},
paraneters = <<5, 0>>},
subj ect Publ i cKey =
{0, <<48, 129, 137, 2, 129, 129, 0, 203, 209, 187, 77, 73, 231, 90, . . . >>}},
i ssuer Uni quel D = asnl_NOVALUE,
subj ect Uni quel D = asnl_NOVALUE,
extensions =
[ # Extension'{
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extnlD = {2,5, 29,19},
critical = true,
extnVal ue = [48,3,1,1, 255]},
#' Ext ensi on' {
extnlD = {2,5,29, 15},
critical = false,
extnValue = [3,2,1,6]},
#' Ext ensi on' {
extnlD = {2,5,29, 14},
critical = false,
extnVal ue = [4, 20, 27, 217, 65, 152, 6, 30, 142| .. . ]},
#' Ext ensi on' {
extnlD = {2,5,29,17},
critical = false,
extnVal ue = [48, 24,129, 22,112,101, 116, 101| ...]}]},
si gnatureAl gorithm =
# A gorithm dentifier'({
al gorithm= {1, 2,840, 113549, 1, 1, 5},
paraneters = <<5, 0>>},
signature =
<<163, 186, 7, 163, 216, 152, 63, 47, 154, 234, 139, 73, 154, 96, 120,
165, 2, 52, 196, 195, 109, 167, 192, ... >>}

Parts of certificates can be decoded with publ i c_key: der _decode/ 2, using the ASN.1 type of that part.
However, an application-specific certificate extension requires application-specific ASN.1 decode/encode-functions.
In the recent example, the first value of r dnSequence isof ASN.1type' X520CommonNane' . ({2, 5, 4, 3}
= ?i d- at - coomonNane) :

publ i c_key: der _decode(' X520ConmpbnNane', <<19, 8, 101, 114, 108, 97, 110, 103, 67, 65>>) .
{printabl eString, "erl angCA"}

However, certificates can also be decoded using pki x_decode_cert/ 2, which can customize and recursively
decode standard parts of acertificate:

3>{_, DerCert, _} = CertEntryl.
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4> publ i c_key: pki x_decode_cert (DerCert, otp).
# OTPCertificate'{
tbsCertificate =
#' OTPTBSCertificate'{
version = v3,serial Number = 16614168075301976214,
signature =
#' Si gnatureAl gorithm {
algorithm = {1, 2, 840, 113549, 1, 1, 5},
paranmeters = ' NULL'},
i ssuer =
{rdnSequence,
[[# Attribut eTypeAndVal ue' {
type = {2,5, 4,3},
value = {printableString, "erlangCA"}}],
[# Attribut eTypeAndVal ue' {
type = {2,5, 4,11},
value = {printableString,"Erlang OTP"}}],
[# Attribut eTypeAndVal ue' {
type = {2,5, 4,10},
value = {printableString,"Ericsson AB"}}],
[# Attribut eTypeAndVal ue' {
type = {2,5,4,7},
value = {printabl eString, "Stockhol ni'}}],
[# Attribut eTypeAndVal ue' {type = {2,5, 4, 6},value = "SE"}],
[# Attribut eTypeAndVal ue' {
type = {1, 2, 840, 113549, 1, 9, 1},
val ue = "peter@rix. ericsson.se"}]]},
validity =
# Validity'{
not Before = {utcTi ne, "0801090829297"},
not After = {utcTine, "0802080829297"}},
subj ect =
{rdnSequence,
[[# Attribut eTypeAndVal ue' {
type = {2,5, 4,3},
value = {printableString,"erlangCA"}}],
[# Attribut eTypeAndVal ue' {
type = {2,5, 4,11},
value = {printableString,"Erlang OTP"}}],
[# Attribut eTypeAndVal ue' {
type = {2,5, 4,10},
value = {printableString, "Ericsson AB"}}],
[# Attribut eTypeAndVal ue' {
type = {2,5,4,7},
value = {printabl eString, "Stockhol ni'}}],
[# Attribut eTypeAndVal ue' {type = {2,5, 4, 6},value = "SE"}],
[# Attribut eTypeAndVal ue' {
type = {1, 2, 840, 113549, 1, 9, 1},
val ue = "peter@rix. ericsson.se"}]]},
subj ect Publ i cKeyl nfo =
#' OTPSubj ect Publ i cKeyl nf o' {
algorithm =
#' Publ i cKeyAl gorithm {
algorithm= {1, 2, 840, 113549, 1, 1, 1},
paranmeters = ' NULL'},
subj ect Publ i cKey =
#' RSAPubl i cKey' {
nmodul us =
1431267547247997. . . 37419,
publ i cExponent = 65537}},
i ssuer Uni quel D = asnl_NOVALUE,
subj ect Uni quel D = asnl_NOVALUE,
extensions =
[ # Extension'{
extnlD = {2,5, 29,19},
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critical = true
ext nVal ue =
#' Basi cConstraints'{
CA = true, pathLenConstraint = asnl_NOVALUE}},
#' Ext ensi on' {
extnlD = {2,5,29, 15},
critical = false,
extnVal ue = [keyCertSign, cRLSi gn]},
#' Ext ensi on' {
extnlD = {2,5,29, 14},
critical = false,
extnVal ue = [27, 217, 65, 152, 6, 30, 142, 132, 245| ... ]},
#' Ext ensi on' {
extnlD = {2,5,29,17},
critical = false,
extnVal ue = [{rfc822Nane, "peter @ri x. eri csson.se"}]}]},
si gnatureAl gorithm =
#' Si gnat ureAl gorit hni {
al gorithm= {1, 2,840, 113549, 1, 1, 5},
paranmeters = ' NULL'},
signature =
<<163, 186, 7, 163, 216, 152, 63, 47, 154, 234, 139, 73, 154, 96, 120,
165, 2, 52, 196, 195, 109, 167, 192, ... >>}

Thiscal isequivalentto publ i c_key: pem entry _decode(Cert Entryl):

5> public_key: pki x_decode_cert(DerCert, plain).
# Certificate'{ ...}
Encoding Public-Key Data to PEM Format

If you have public-key data and want to create a PEM file this can be done by calling functions
public_key: pementry encode/ 2 andpem encode/ 1 and saving theresult to afile. For example, assume
that you have PubKey = ' RSAPubl i cKey' {}. Then you can create a PEM-"RSA PUBLIC KEY" file (ASN.1
type' RSAPubl i cKey' ) oraPEM-"PUBLIC KEY" file (" Subj ect Publ i cKeyl nf o' ASN.1type).

The second element of the PEM-entry isthe ASN.1 DER encoded key data:

1> PenEntry = public_key: pementry_encode(' RSAPubl i cKey', RSAPubKey) .
{' RSAPubl i cKey', <<48,72,...>> not_encrypted}

2> PenBin = public_key: pem encode([ PenEntry]).

<<t BEG N RSA PUBLI C KEY----- \ nMEQC. . . >>
3> file:wite file("rsa_pub_key. pent, PenBin).
ok

or:

1> PentEntry = public_key: pem entry_encode(' Subj ect Publ i cKeyl nfo', RSAPubKey) .
{"' Subj ect Publ i cKeyl nfo', <<48,92...>> not_encrypted}

2> PenBin = public_key: pem encode([PenEntry]).
<<E- - BEG N PUBLI C KEY- - - - - \ nMFw. . . >>

3> file:wite_file("pub_key. pent, PenBin).
ok

1.3.2 RSA Public-Key Cryptography
Suppose you have the following private key and a corresponding public key:
e PrivateKey = #' RSAPri vat eKey{}' andtheplaintext Msg = bi nary()
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* PublicKey = # RSAPubl i cKey' {}
Then you can proceed as follows:
Encrypt with the private key:

RsaEncrypted = public_key:encrypt_private(Mg, PrivateKey),
Msg = public_key: decrypt _public(RsaEncrypted, PublicKey),

Encrypt with the public key:

RsaEncrypted = public_key:encrypt_public(Mg, PublicKey),
Msg = public_key: decrypt _private(RsaEncrypted, PrivateKey),

You normally do only one of the encrypt or decrypt operations, and the peer does the other. This normally used
in legacy applications as a primitive digital signature.

1.3.3 Digital Signatures
Suppose you have the following private key and a corresponding public key:

e PrivateKey = #' RSAPrivat eKey{}' or#' DSAPri vat eKey' {} andtheplaintext Mg =
bi nary()

* PublicKey = # RSAPubl i cKey' {} or{integer(), # DssParans'{}}
Then you can proceed as follows:

Si gnature = public_key:sign(Mg, sha, PrivateKey),
true = public_key:verify(Mg, sha, Signature, PublicKey),

Y ou normally do only one of the sign or verify operations, and the peer does the other. |

It can be appropriate to calculate the message digest before calling si gn or veri f y, and then use none as second
argument:

Di gest = crypto: sha(Msg),
Signature = public_key:sign(Di gest, none, PrivateKey),
true = public_key:verify(Digest, none, Signature, PublicKey),

1.3.4 Verifying a certificate hostname

Background

When aclient checks a server certificate there are a number of checks available like checks that the certificate is not
revoked, not forged or not out-of-date.

Thereare however attacksthat are not detected by those checks. Suppose abad guy has succeeded withaDNSinfection.
Then the client could believeit is connecting to one host but ends up at another but evil one. Though it isevil, it could
have a perfectly lega certificate! The certificate has a valid signature, it is not revoked, the certificate chain is not
faked and has a trusted root and so on.

To detect that the server is not the intended one, the client must additionally perform a hostname verification. This
procedure is described in RFC 6125. The ideais that the certificate lists the hostnames it could be fetched from. This
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is checked by the certificate issuer when the certificate is signed. So if the certificate is issued by a trusted root the
client could trust the host names signed in it.

There is a default hosthame matching procedure defined in RFC 6125, section 6 as well as protocol
dependent variations defined in RFC 6125 appendix B. The default procedure is implemented in
public_key:pkix_verify hostname/2,3. It is possible for a client to hook in modified rules using the options list.

Some terminology is needed: the certificate presents hostname(s) on which it isvalid. Those are called Presented I Ds.
The hostname(s) the client believes it connects to are called Reference 1Ds. The matching rules aims to verify that
thereis at least one of the Reference | Ds that matches one of the Presented IDs. If not, the verification fails.

The IDs contains normal fully qualified domain names like e.g f 0o. exanpl e. com but IP addresses are not
recommended. The rfc describes why thisis not recommended aswell as security considerations about how to acquire
the Reference IDs.

Internationalized domain names are not supported.

The verification process
Traditionally the Presented | Ds were found in the Subj ect certificate field as CN names. Thisis still quite common.
When printing a certificate they show up as:

$ openssl x509 -text < cert.pem

Subj ect: C=SE, CN=exanple.com CN=*.exanple.com O=erlang.org

The example Subj ect field has one C, two CN and one O part. It is only the CN (Common Name) that is used by
hostname verification. The two other (C and O) is not used here even when they contain a domain name like the O
part. The C and O parts are defined elsewhere and meaningful only for other functions.

In the example the Presented IDs are exanpl e. comas well as hostnames matching *. exanpl e. com For
example f 00. exanpl e. comand bar . exanpl e. comboth matches but not f oo. bar . exanpl e. com The
nameer | ang. or g matches neither sinceit isnot a CN.

In case where the Presented 1Ds are fetched from the Subj ect certificate field, the names may contain wildcard
characters. The function handles this as defined in chapter 6.4.3in RFC 6125.

There may only be one wildcard character and that isin thefirst |abel, for example: *. exanpl e. com This matches
f 00. exanpl e. combut neither exanpl e. comnor f 0o. bar . exanpl e. com

There may be label characters before or/and after the wildcard. For example: a*d. exanpl e. com matches
abcd. exanpl e. comand ad. exanpl e. com but not ab. cd. exanpl e. com

In the previous example thereis no indication of which protocols are expected. So aclient has no indication of whether
it isaweb server, an Idap server or maybe a sip server it is connected to. There are fields in the certificate that can
indicate this. To be more exact, the rfc introduces the usage of the X509v3 Subj ect Al ternative Nanein
the X509v3 ext ensi ons field:

$ openssl x509 -text < cert.pem
X509v3 ext ensi ons:

X509v3 Subj ect Alternative Nane:
DNS: kb. exanpl e. org, URI: https://ww. exanpl e. org

Herekb. exanpl e. or g serves any protocol whilewww. exanpl e. or g presents a secure web server.
The next example has both Subj ect and Subj ect Al t er nat e Nane present:
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$ openssl x509 -text < cert.pem
Subj ect: C=SE, CN=exanple.com CN=*.exanple.com O=erlang.org

X509v3 ext ensi ons:
X509v3 Subject Alternative Nane:
DNS: kb. exanpl e. org, URI:https://ww. exanpl e.org

TheRFC statesthat if acertificate definesReferencelDsinaSubj ect Al t er nat e Nane field, theSubj ect field
MUST NOT be used for host name checking, evenif it containsvalid CN names. Thereforeonly kb. exanpl e. or g
andht t ps: // www. exanpl e. or g matches. The match fails both for exanpl e. comandf 0o. exanpl e. com
because they are in the Subj ect field which is not checked because the Subj ect Al ternate Nane fiedis
present.

Function call examples

Other applications like sdl/tls or https might have options that are passed down to the
publ i c_key: pki x_verify_ host name. You will probably not haveto call it directly

Suppose our client expects to connect to the web server https://www.example.net. ThisURI istherefore the Reference
IDs of the client. The call will be;

publ i c_key: pki x_verify_host nane( Cert Fr onHost ,
[{uri_id, "https://ww. exanple.net"}

1).

The call will returnt r ue or f al se depending on the check. The caller do not need to handle the matching rulesin
the rfc. The matching will proceed as:

e IfthereisaSubj ect Alternate Nanefield, the{uri _id, string()} inthefunction cal will be
comparedto any { uni f or TResour cel dentifier, string()} intheCertificatefield. If thetwo
strings() areequa (caseinsensitive), thereisamatch. The same appliesfor any {dns_i d, stri ng()}
in the call which is compared with all { dNSNane, stri ng()} inthe Certificate field.

* IfthereisNO Subj ect Al ternat e Narme field, the Subj ect field will be checked. All CN nhames will be
compared to al hostnames extracted from{uri _i d, string()} andfrom{dns_i d, string()}.

Extending the search mechanism
The caller can use own extraction and matching rules. Thisisdonewith thetwo optionsf gdn_f un and mat ch_f un.

Hostname extraction

The f qdn_f un extracts hostnames (Fully Qualified Domain Names) from uri_id or other ReferencelDs that
are not pre-defined in the public_key function. Suppose you have some URI with a very special protocol-part:
nmyspeci al : // exanpl e. cont'. Sincethisanon-standard URI there will be no hosthame extracted for matching
CN-namesinthe Subj ect .

To "teach" the function how to extract, you can give a fun which replaces the default extraction function. The
f qdn_f un takesoneargument and returnseither ast r i ng() tobematchedto each CN-nameor theatomdef aul t
which will invoke the default fgdn extraction function. The return value undef i ned removes the current URI from
the fqdn extraction.
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Extract = fun({uri_id, "nyspecial://"++Host Nane}) -> Host Nan®;
(_Else) -> default
end,

publ i c_key: pki x_verify_host nane(Cert FronHost, Refl Ds,
[{fgdn_fun, Extract}])

Re-defining the match operation

The default matching handles dns_id and uri_id. In an uri_id the value is tested for equality with a value from the
Subj ect Al ternate Name.If someother kind of matching is needed, use the mat ch_f un option.

The mat ch_f un takes two arguments and returns either t r ue, f al se or def aul t . The value def aul t will
invoke the default match function.

Match = fun({uri_id,"nyspecial ://"++A},
{uni fornResourcel dentifier,"nyspecial://"++B}) ->
ny_mat ch(A, B);
(_RefI D, _Presentedl D) ->
def aul t
end,

publ i c_key: pki x_verify_host name( Cert FronHost, Refl Ds,
[{match_fun, Match}]),

In case of a match operation between a Referencel D and a CN value from the Subj ect field, the first argument to
the fun is the extracted hostname from the Referencel D, and the second argument isthe tuple{ cn, string()}
taken from the Subj ect field. That makes it possible to have separate matching rules for Presented | Ds from the
Subj ect field and from the Subj ect Al t er nat e Nane field.

The default matching transformes the ascii values in strings to lowercase before comparing. The nat ch_f un is
however called without any transformation applied to the strings. The reason is to enable the user to do unforeseen
handling of the strings where the original format is needed.

"Pinning" a Certificate

The RFC 6125 defines pinning as:

"The act of establishing a cached name association between the application service's certificate and one of the client's
reference identifiers, despite the fact that none of the presented identifiers matches the given reference identifier. ..."

The purpose is to have a mechanism for a human to accept an otherwise faulty Certificate. In for example a web
browser, you could get a question like

Warning: you wanted to visit the site www.example.com, but the certificate is for shop.example.com. Accept anyway
(yes/no)?"

This could be accomplished with theoptionf ai | _cal | back whichwill be called if the hostname verification fails:
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-include_lib("public_key/include/public_key.hrl"). % Record def

Fail = fun(# OTPCertificate' {}=C) ->
case in_ny_cache(C) orelse ny_accept(C) of

true ->
enter_ny_cache(CO),
true;

false ->
fal se

end,

publ i c_key: pki x_verify_host name( Cert FrontHost, Refl Ds,
[{fail _callback, Fail}]),
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2 Reference Manual

The publ i c_key application provides functions to handle public-key infrastructure from RFC 3280 (X.509
certificates) and parts of the PK CS standard.
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Application

Provides encode/decode of different file formats (PEM, OpenSSH), digital signature and verification functions,
validation of certificate paths and certificate revocation lists (CRLS) and other functions for handling of certificates,
keysand CRLs.

Supports RFC 5280 - Internet X.509 Public-Key Infrastructure Certificate and Certificate Revocation List
(CRL) Profile. Certificate policies supported since OTP-26.2

Supports PKCS-1 - RSA Cryptography Standard

Supports DSS - Digital Signature Standard (DSA - Digital Signature Algorithm)

Supports PKCS-3 - Diffie-Hellman Key Agreement Standard

Supports PK CS-5 - Password-Based Cryptography Standard

Supports AES - Use of the Advanced Encryption Standard (AES) Algorithm in Cryptographic Message
Syntax (CMYS)

Supports PKCS-8 - Private-Key Information Syntax Standard

Supports PKCS-10 - Certification Request Syntax Standard

DEPENDENCIES

The publ i c_key application uses the Crypto application to perform cryptographic operations and the ASN-1
application to handle PKIX-ASN-1 specifications, hence these applications must be loaded for the publ i c_key
application to work. In an embedded environment this means they must be started with appl i cati on: start/
[ 1, 2] beforethepubl i c_key application is started.

ERROR LOGGER AND EVENT HANDLERS

The publ i ¢_key application is a library application and does not use the error logger. The functions will either
succeed or fail with aruntime error.

SEE ALSO
application(3)

26 | Ericsson AB, All Rights Reserved: public_key


href
href
href
href
href
href
href
href

public_key

public_key

Erlang module

Provides functions to handle public-key infrastructure, for details see public_key(6).
Common Records and ASN.1 Types

All records used in this Reference Manual are generated from ASN.1 specifications and are documented in the
User's Guide. See Public-key Records.

Use the following include directive to get access to the records and constant macros described here and in the User's
Guide:

-include_lib("public_key/include/public_key.hrl").

Data Types
oid() = tuple()
Object identifier, atuple of integers as generated by the ASN. 1 compiler.

key oid_nane() =
rsaEncryption | 'id-RSASSA-PSS | 'id-ecPublicKey' |
'id-Ed25519' | 'id-Ed448' | 'id-dsa'

Macro names for key object identifiers used by prefixing with ?

der _encoded() = binary()
pki _asnl_type() =

Certificate' | 'RSAPrivateKey' | 'RSAPublicKey' |
' Subj ect Publ i cKeyl nfo' | ' DSAPrivateKey' | 'DHParaneter' |
"PrivateKeylnfo' | 'CertificationRequest' | 'Contentlnfo' |
"CertificateList' | 'ECPrivateKey' | 'OneAsynmmetricKey' |

' EcpkPar anet er s'
asnl_type() = aton()
ASN.1 type present in the Public Key applications ASN.1 specifications.
pementry() =
{pki _asnl_type(),
der _or_encrypted _der (),
not _encrypted | cipher_info()}

der _or_encrypted_der() = binary()
ci pher _info() = {cipher(), cipher_info_parans()}
ci pher() = string()
salt() = binary()
ci pher _info_parans() =
salt() |
{# PBEParaneter'{}, digest_type()} |
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#' PBES2- par ans' {}
G pher = "RC2-CBC' | "DES-CBC' | "DES-EDE3- CBC'

Sal t could be generated with cr ypt o: st rong_r and_byt es(8).

public_key() =

rsa_public_key()

rsa_pss_public_key()

dsa_public_key()

ec_public_key()

ed_public_key()
rsa_public_key() = # RSAPublicKey' {}
dss_publ i c_key() = integer()
rsa_pss_public_key() =

{rsa_pss_public_key(), # RSASSA-PSS-parans' {}}
dsa_public_key() = {dss_public_key(), # Dss-Parns'{}}
ec_public_key() = {# ECPoint'{}, ecpk_paranmeters_api()}
public_key_parans() =

" NULL" |

#' RSASSA- PSS- parans' {} |

{nanedCurve, oid()}

#' ECPar anmeters' {}

#' Dss-Parns' {}
ecpk_paraneters() =

{ecParaneters, #' ECParaneters'{}}

{nanmedCurve, QG d :: tuple()}
ecpk_paraneters_api () =

ecpk_par aneters()

#' ECPar aneters' {}

{nanedCurve, Nanme :: crypto:ec_nanmed_curve()}
public_key info() =

{key_oi d_nanme(),

rsa_public_key() | # ECPoint'{} | dss_public_key(),
public_key parans()}

ed_public_key() = {# ECPoint'{}, ed_params()}
ed_parans() = {nanedCurve, ed_oid_name()}
private key() =

rsa_private_key()

rsa_pss_private_key()

dsa_private_key()

ec_private_key()

ed_private_key()

rsa_private_key() = # RSAPrivateKey' {}
rsa_pss_private_key() =
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{# RSAPrivat eKey' {}, #' RSASSA- PSS-parans'{}}
dsa_private_key() = # DSAPrivat eKey' {}
ec_private_key() = # ECPrivat eKey' {}
ed_private_key() = # ECPrivateKey' {paraneters = ed_parans()}
ed oid_nane() = 'id-Ed25519' | 'id-Ed448
Macro names for object identifiers for EDDSA curves used by prefixing with ?

key params() =

#' DHPar aneter' {} |

{nanedCurve, oid()}

#' ECPar aneters' {}

{rsa, Size :: integer(), PubExp :: integer()}
di gest _type() =

none | shal |

crypto:rsa_digest_type()

crypto: dss_di gest _type()

crypto: ecdsa_di gest _type()
i ssuer_nanme() = {rdnSequence, [[# AttributeTypeAndVal ue'{}]]}
referencel Ds() = [referencel )]

referencel ) =
{uri _id | dns_id | ip | srv_id | atom() | oid(), string()}
{ip, inet:ip_address() | string()}

cert_id() = {SerialNr :: integer(), issuer_nane()}

cert() = der_cert() | otp_cert()

otp_cert() = # OIPCertificate' {}

der _cert() = der_encoded()

conbi ned_cert() =
#cert{der = public_key: der_encoded(),
otp = # OTPCertificate' {}}

pol i cy_node()
#{valid_policy := public_key:oid(),
qualifier_set := [# UserNotice' {} | {uri, string()}],
expected_policy_set := [public_key:oid()]}
bad cert _reason() =
cert_expired | invalid_issuer | invalid_signature
nane_not _pernmtted | missing_basic_constraint
i nval i d_key_usage
{key_usage m snatch, term()}
duplicate _cert_in_path
{policy requirenent_not_net, tern()}
{invalid_policy_mapping, term()}
{revoked, crl _reason()}
invalid validity dates
atom)
crl _reason() =
unspecified | keyConpronise | cAConprom se
affiliationChanged | superseded | cessati onOf Operation
certificateHold | privilegeWthdrawn | aAConprom se

chain_opts() =
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#{chain_end() :=[cert_opt()],
internediates => [[cert_opt()]]}
chain_end() = root | peer
cert_opt() =
{di gest, public_key:digest type()}
{key, public_key:key parans() | public_key:private key()}
{validity,
{From:: erlang:tinmestanp(), To :: erlang:tinmestanp()}}
{extensions, [# Extension'{}]}

test_root _cert() =
#{cert := der_encoded(), key := public_key:private_key()}
test _config() =
#{server_config :
client_config :
conf_opt() =
{cert, public_key:der_encoded()} |
{key, public_key:private key()} |
{cacerts, [public_key:der _encoded()]}

[ conf _opt

Ol
[conf _opt()]}

Exports

cacerts_clear() -> bool ean()
Clears any loaded CA certificates, returnstrueif any was loaded.

cacerts_get() -> [conbined cert()]

Returns the trusted CA certificates if any are loaded, otherwise uses cacerts |oad/0 to load them. The function fails
if nocacert s could be loaded.

cacerts _load() -> ok | {error, Reason :: term()}
Loads the OS supplied trusted CA certificates.

cacerts load(File :: file:filenane_all()) ->
ok | {error, Reason :: term()}

Loads the trusted CA certificates from afile.

conmput e_key(Q her seCDHkey, MYECDHkey) -> Shar edSecr et
Types:

O her seCDHkey = #' ECPoi nt' {}

MyECDHkey = #' ECPri vat eKey' {}

Shar edSecret = binary()

Computes shared secret.

conmput e_key( O her sDHkey, MyDHkey, DHparns) -> SharedSecr et
Types:
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O hersDHkey = crypto: dh_public()
MyDHkey = crypto:dh_private()
DHparns = #' DHPar aneter' {}
SharedSecret = binary()

Computes shared secret.

decrypt _private(C pherText, Key) -> Pl ainText
decrypt _private(C pherText, Key, Options) -> PlainText
Types.
Ci pher Text = binary()
Key = rsa_private_key()
Options = crypto: pk_encrypt _decrypt_opts()
Pl ai nText = binary()
Public-key decryption using the private key. See also crypto:private decrypt/4

decrypt _public(C pherText, Key) -> PlainText
decrypt _public(C pherText, Key, Options) -> PlainText
Types:
Ci pher Text = binary()
Key = rsa_public_key()
Options = crypto: pk_encrypt_decrypt_opts()
Pl ai nText = binary()
Public-key decryption using the public key. See also crypto:public_decrypt/4

der _decode(AsnlType, Der) -> Entity
Types:

AsnlType = asnl_type()

Der = der_encoded()

Entity = term))
Decodes a public-key ASN.1 DER encoded entity.

der _encode(AsnlType, Entity) -> Der
Types:

AsnlType = asnl_type()

Entity = term)

Der = binary()
Encodes a public-key entity with ASN.1 DER encoding.

dh_gex_group(M nSi ze, SuggestedSi ze, MaxSi ze, G oups)
{ok, {Size, Goup}} | {error, term()}

Types:
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M nSi ze = SuggestedSi ze = MaxSize = integer() >= 1
Groups = undefined | [{Size, [Goup]}]

Size = integer() >=1

Goup = {G P}

G=P=integer() >=1
Selectsagroup for Diffie-Hellman key exchange with the key sizeintherangeM nSi ze. . . MaxSi ze and asclose
to Suggest edSi ze aspossible. If Groups == undefi ned adefault set will be used, otherwise the group is
selected from Gr oups.

First a size, as close as possible to SuggestedSize, is selected. Then one group with that key size is randomly
selected from the specified set of groups. If no size within the limits of M nSi ze and MaxSi ze is available,
{error, no_group_found} isreturned.

The default set of groupsislistedinl i b/ publ i c_key/ pri v/ nodul i . Thisfile may be regenerated like this:

$> cd $ERL_TOP/ i b/ public_key/ pri v/
$> generate
- wait until all background jobs has finished. It may take several days !
$> cat moduli-* > noduli
$> cd ..; make

encrypt _private(Pl ai nText, Key) -> Ci pherText
encrypt _private(Pl ai nText, Key, Options) -> C pherText
Types:
Pl ai nText = binary()
Key = rsa_private_key()
Options = crypto: pk_encrypt _decrypt_opts()
Ci pher Text = binary()
Public-key encryption using the private key. See also crypto:private_encrypt/4.

encrypt _public(Plai nText, Key) -> G pherText
encrypt _public(Pl ai nText, Key, Options) -> Ci pherText
Types:
Pl ai nText = binary()
Key = rsa_public_key()
Options = crypto: pk_encrypt_decrypt_opts()
Ci pher Text = binary()
Public-key encryption using the public key. See also crypto:public_encrypt/4.

generate_key(Parans :: DHparams | ECparans | RSAparans) ->

DHkeys | ECkey | RSAkey
Types:
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DHpar ans = #' DHPar aneter' {}

DHkeys = {PublicDH :: binary(), PrivateDH :: binary()}
ECparanms = ecpk_paraneters_api ()

ECkey = #' ECPrivat eKey' {}

RSAparanms = {rsa, Size, PubExp}

Size = PubExp = integer() >= 1

RSAkey = #' RSAPri vat eKey' {}

Generates anew key pair. Note that except for Diffie-Hellman the public key isincluded in the private key structure.
See also crypto:generate key/2

pem decode(PenBin :: binary()) -> [pementry()]
Decodes PEM binary data and returns entries as ASN.1 DER encoded entities.

Example {ok, PenBi n} = file:read file("cert.pem'). Pentntries =
public_key: pem decode(PenBin).

pem encode(PenEntries :: [pementry()]) -> binary()
Createsa PEM binary.

pem entry decode(Pentntry) -> term))
pem entry_decode(PentEntry, Password) -> term)
Types:

PenkEntry pementry()

Password = iodata() | fun(() -> iodata())

Decodes a PEM entry. pem decode/ 1 returns a list of PEM entries. Notice that if the PEM entry is of type
'SubjectPublickeyInfo', it is further decodedtoanr sa_publ i ¢c_key() ordsa_public_key().

Password can be either an octet string or function which returns same type.

pem entry_encode(AsnlType, Entity) -> pementry()
pementry_encode(AsnlType, Entity, InfoPwd) -> pementry()
Types.

AsnlType = pki _asnl_type()

Entity = term)

I nfoPwd = { G pherlnfo, Password}

Ci pherinfo = cipher_info()

Password = i odata()
Creates a PEM entry that can be feed to pem _encode/ 1.

If AsnlType is ' SubjectPublicKeylnfo', Entity must be either an rsa public_key(),
dsa_public_key() or an ec_public_key() and this function creates the appropriate
' Subj ect Publ i cKeyl nf o' entry.

pki x_decode_cert (Cert, Type) -> # Certificate'{} | otp_cert()
Types:
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Cert der _cert ()
Type plain | otp

Decodes an ASN.1 DER-encoded PKIX certificate. Option ot p uses the customized ASN.1 specification OTP-
PKI1X.asnl for decoding and also recursively decode most of the standard parts.

pki x_encode(AsnlType, Entity, Type) -> Der
Types:
AsnlType = asnl_type()
Entity = term)
Type = otp | plain
Der = der_encoded()
DER encodes a PK1X x509 certificate or part of such acertificate. Thisfunction must be used for encoding certificates

or parts of certificates that are decoded/created in the ot p format, whereas for the plain format this function directly
calsder _encode/ 2.

Subtle ASN-1 encoding errorsin certificates may be worked around when decoding, this may have the affect that
the encoding a certificate back to DER may generate different bytes then the supplied original.

pkix_is_issuer(CertorCRL, IssuerCert) -> bool ean()
Types:

CertorCRL = cert() | # CertificatelList'{}

| ssuerCert = cert()

Checksif | ssuer Cert issued Cert .

pkix_is_fixed_dh_cert(Cert) -> bool ean()
Types:

Cert = cert()
Checksif acertificate is afixed Diffie-Hellman certificate.

pkix_is_self_signed(Cert) -> bool ean()
Types:

Cert = cert()
Checksif acertificate is self-signed.

pki x_issuer_id(Cert, I|ssuedBy) ->
{ok, ID:: cert_id()} | {error, Reason}
Types:
Cert = cert()
| ssuedBy = self | other
Reason = term()

Returns the x509 certificate issuer id, if it can be determined.
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pki x_normal i ze_nane(lssuer) -> Normalized

Types:
| ssuer = issuer_nane() | der_encoded()
Norrmal i zed = i ssuer_nane()

Normalizes an issuer name so that it can be easily compared to another issuer name.

pki x_path_validation(Cert, CertChain, Options) ->

{ ok,

{Publ i cKeyl nf o, ConstrainedPolicyNodes}} |
{error,

{bad_cert, Reason :: bad_cert_reason()}}

Types:
Cert = cert() | atom)
CertChain = [cert() | conmbined cert()]
Options =
[{max_path_l ength, integer()} |
{verify fun, {function(), tern()}}]
Publ i cKeyl nfo = public_key_info()
Const r ai nedPol i cyNodes = [policy_node()]

Performs a basic path validation according to RFC 5280. However, CRL validation is done separately by
pkix_crls validate/3 andistobecaled fromthesuppliedveri fy_f un. Thepolicy treecheck wasadded in OTP-26.2
and if the certificatesinclude policies the constrained policy set with potential qualifierswill be returned, these values
are derived from the policy tree created as part of the path validation algorithm. The constrained set can be constrained
only by the Certificate Authorities or also by the user when the option pol i cy_set isprovided to thisfunction. The
qualifiers convey information about the valid policy and is intended as information to end users.

Available options:
{verify_fun, {fun(), Initial UserState::term()}
The fun must be defined as:

fun(QtpCert :: # OIPCertificate' {},
Event :: {bad_cert, Reason :: atom() | {revoked, atom()}} |
{extension, # Extension'{}},
Initial UserState :: term()) ->
{valid, UserState :: term()} |
{valid_peer, UserState :: term()} |
{fail, Reason :: term()} |
{unknown, UserState :: tern()}.

If the verify callback fun returns {fai |, Reason}, the verification process is immediately stopped. If
the verify callback fun returns { val i d, User St at e}, the verification process is continued. This can be
used to accept specific path validation errors, such as sel f si gned_peer, as well as verifying application-
specific extensions. If called with an extension unknown to the user application, the return value { unknown,

User St at e} isto be used.

Note that user defined custom verify fun may ater origina path validation error (e.g
sel f si gned_peer). Use with caution.
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{max_path_length, integer()}
Themax_pat h_| engt h isthe maximum number of non-self-issued intermediate certificates that can follow
the peer certificate in avalid certification path. So, if max_pat h_| engt h is0, the PEER must be signed
by the trusted ROOT-CA directly, if it is 1, the path can be PEER, CA, ROOT-CA, if it is 2, the path can be
PEER, CA, CA, ROOT-CA, and so on.

{policy_set, [oid()]}
The set of policiesthat will be accepted, defaultsto the specia value[ ?anyPol i cy] that will accept al
policies.

{explicit_policy, boolean()}
Explicitly require that each certificate in the path must include at least one of the certificate policiesin the
policy_set.

{inhibit_policy mapping, boolean()}
Prevent policies to be mapped to other policies.

{inhibit_any policy, boolean()}
Prevent the special policy ?anyPol i cy from being accepted.

Explanations of reasons for a bad certificate:
cert_expired

Certificateis no longer valid asits expiration date has passed.
invalid_issuer

Certificate issuer name does not match the name of theissuer certificate in the chain.
invalid_signature

Certificate was not signed by itsissuer certificate in the chain.
distinguished name_not_permitted

Subject Name does not adhere to name constraints which is mandatory in RFC 5280
name_not_permitted

Subject Alternative Name extension does not adhere to name constraints which is optional in RFC 5280
missing_basic_constraint

Certificate, required to have the basic constraints extension, does not have a basic constraints extension.
invalid_key usage

Certificate key is used in an invalid way according to the key-usage extension.
{revoked, crl_reason()}

Certificate has been revoked.
invalid_validity dates

The validity section of the X.509 certificate(s) contains invalid date formats not matching the RFC.
atom()

Application-specific error reason that is to be checked by theveri fy_fun.

pkix_crl _issuer(CRL) -> |ssuer

Types:
CRL = der_encoded() | #' CertificateList'{}
| ssuer = issuer_nane()

Returns the issuer of the CRL.
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pkix_crls_validate(OrPcertificate, DPandCRLs, Options) ->
CRLst at us

Types.
OTPcertificate = # OTPCertificate' {}
DPandCRLs = [ DPandCRL]
DPandCRL = {DP, {DerCRL, CRL}}
DP = #' DistributionPoint'{}
Der CRL = der_encoded()
CRL = #' CertificateList'{}
Options = [{atom(), term()}]
CRLstatus = valid | {bad_cert, BadCertReason}

BadCert Reason =
revocation_status_undeterm ned |
{revocation_status_undeterm ned, Reason :: term()} |
{revoked, crl _reason()}

Performs CRL validation. It isintended to be called from the verify fun of pkix_path_validation/3 .
Available options:
{update _crl, fun()}

The fun has the following type specification:

fun(# DistributionPoint'{}, # CertificateList'{}) ->
# CertificateList'{}

The fun uses the information in the distribution point to access the latest possible version of the CRL. If thisfun
is not specified, Public Key uses the default implementation:

fun(_DP, CRL) -> CRL end
{issuer_fun, fun()}
The fun has the following type specification:

fun(# DistributionPoint'{}, # CertificateList'{},
{rdnSequence, [ # AttributeTypeAndVal ue' {}1}, tern()) ->
{ok, # OTPCertificate'{}, [der_encoded]}

The fun returns the root certificate and certificate chain that has signed the CRL.
fun(DP, CRL, Issuer, UserState) -> {ok, RootCert, Cert Chain}

{undetermined_details, boolean()}

Defaults to false. When revocation status cannot be determined, and this option is set to true, details of why no
CRLswhere accepted are included in the return value.

pkix_crl _verify(CRL, Cert) -> bool ean()

Types:
CRL = der_encoded() | # CertificateList'{}
Cert = cert()

Verify that Cer t isthe CRL signer.
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pki x_di st_point(Cert) -> DistPoint
Types:
Cert = cert()
Di stPoint = # DistributionPoint'{}
Creates adistribution point for CRLsissued by the sameissuer as Cer t . Can be used asinput to pkix_crls validate/3

pki x_di st _points(Cert) -> DistPoints
Types:

Cert = cert()

DistPoints = [# DistributionPoint'{}]
Extracts distribution points from the certificates extensions.

pki x_hash_type(HashGd :: oid()) ->
Di gest Type ::
nmd5 | crypto:shal() | crypto:sha2()

Trandates OID to Erlang digest type

pki x_mat ch_di st _poi nt (CRL, DistPoint) -> bool ean()
Types:
CRL = der_encoded() | # CertificateList'{}
DistPoint = # DistributionPoint'{}
Checks whether the given distribution point matches the Issuing Distribution Point of the CRL, as described in RFC
5280. If the CRL doesn't have an Issuing Distribution Point extension, the distribution point always matches.

pki x_sign(Cert, Key) -> Der
Types.
Cert = #' OTPTBSCertificate' {}
Key = private_key()
Der = der_encoded()
Signs an 'OTPTBSCertificate'. Returns the corresponding DER-encoded certificate.

pki x_sign_types(Al gorithmd) -> {Di gestType, SignatureType}
Types.
Algorithmd = oid()
Di gest Type = crypto:rsa_digest_type() | none
SignatureType = rsa | dsa | ecdsa | eddsa
Trandates signature algorithm OID to Erlang digest and signature types.

The Al gorit hm d isthe signature OID from acertificate or a certificate revocation list.

pki x_t est _dat a( Chai nConf) -> Test Conf
Types:
Chai nConf =
#{server_chain := chain_opts(), client_chain := chain_opts()} |
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chai n_opts()
TestConf = test_config() | [conf_opt()]

Creates certificate configuration(s) consisting of certificate and its private key plus CA certificate bundle, for aclient
and a server, intended to facilitate automated testing of applications using X509-certificates, often through SSL/TLS.
The test data can be used when you have control over both the client and the server in atest scenario.

When thisfunction is called with amap containing client and server chain specifications; it generates both aclient and
aserver certificate chain wherethe cacer t s returned for the server contains the root cert the server should trust and
the intermediate certificates the server should present to connecting clients. The root cert the server should trust is the
one used as root of the client certificate chain. Vice versa applies to the cacer t s returned for the client. The root
cert(s) can either be pre-generated with pkix_test_root_cert/2 , or if options are specified; it is (they are) generated.

When thisfunction is called with alist of certificate options; it generates a configuration with just one node certificate
where cacert s contains the root cert and the intermediate certs that should be presented to a peer. In this case
the same root cert must be used for all peers. This is useful in for example an Erlang distributed cluster where any
node, towards another node, acts either as a server or as a client depending on who connects to whom. The generated
certificate contains a subject altname, which is not needed in a client certificate, but makes the certificate useful for
both roles.

Explanation of the options used to customize certificates in the generated chains:
{digest, digest_type()}
Hash algorithm to be used for signing the certificate together with the key option. Defaults to shathat is shal.

{key, key_params() | private_key()}
Parameters to be used to call public_key:generate key/1, to generate a key, or an existing key. Defaults to
generating an ECDSA key. Note this could fail if Erlang/OTP is compiled with avery old cryptolib.
{validity, { From::erlang:timestamp(), To::erlang:timestamp()} }
The validity period of the certificate.
{extensions, [#Extension{}]}
Extensions to include in the certificate.
Default extensions included in CA certificatesif not otherwise specified are:

[# Extension' {extnl D = ?'id-ce-keyUsage',
extnVal ue = [keyCertSign, cRLSign],
critical = fal se},
# Extension' {extnlD = ?'id-ce-basicConstraints',
extnVal ue = #' Basi cConstraints' {cA = true},
critical = true}]

Default extensions included in the server peer cert if not otherwise specified are:

[# Extension' {extnl D = ?'id-ce-keyUsage',
extnVal ue = [digital Signature, keyAgreement],
critical = fal se},
#' Extension' {extnl D = ?'id-ce-subjectAltNane',
ext nVal ue = [{dNSNane, Host nane}],
critical = fal se}]

Hostname is the result of calling net_adm:localhost() in the Erlang node where this function is called.
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Note that the generated certificates and keys does not provide aformally correct PKI1X-trust-chain and they cannot
be used to achieve real security. Thisfunction is provided for testing purposes only.

pki x_test_root_cert(Name, Options) -> RootCert
Types:

Nane = string()

Options = [cert_opt()]

Root Cert = test _root_cert()

Generatesaroot certificate that can beused inmultiplecallsto pkix_test_data/1 when you want the sameraoot certificate
for several generated certificates.

pki x_subject _id(Cert) -> 1D
Types:

Cert = cert()

ID = cert_id()
Returns the X509 certificate subject id.

pki x_verify(Cert, Key) -> bool ean()
Types:

Cert = der_cert()

Key = public_key()
Verifies PKIX x.509 certificate signature.

pki x_verify_hostnane(Cert, Referencel Ds) -> bool ean()
pki x_verify hostnane(Cert, Referencel Ds, Options) -> bool ean()
Types.
Cert = cert()
Ref erencel Ds = referencel Ds()
Options = [{match_fun | fail _callback | fgdn_fun, function()}]
This function checks that the Presented Identifier (e.g hostname) in a peer certificate isin agreement with at least one

of the Reference Identifier that the client expects to be connected to. The function is intended to be added as an extra
client check of the peer certificate when performing public_key:pkix_path validation/3

See RFC 6125 for detailed information about hostname verification. The User's Guide and code examples describes
this function more detailed.

The option funs are described here:

mat ch_fun

fun(Referencel d:: Referencel d() | FQDN: :string(),
Present edl d: : {dNSNan®, string()} | {unifornmResourceldentifier,string() |
{i PAddress, list(byte())} | {Oherld::atom()|oid(),term()}})

This function replaces the default host name matching rules. The fun should return a boolean to tell if the
Reference ID and Presented 1D matches or not. The match fun can also return athird value, value, the atom
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def aul t, if the default matching rules shall apply. This makesit possible to augment the tests with a special

casel
fun(....) -> true; % My special case

(_, _) -> default %all others falls back to the inherit tests
end

See pkix_verify _hosthame_match_fun/1 for afunction that takes a protocol name as argument and returns a
f un/ 2 suitable for this option and Re-defining the match operation in the User's Guide for an example.

Reference Id values given as binaries will be converted to strings, and ip references may be given in string
format that is"10.0.1.1" or "1234::5678:9012" as well as on the format inet:ip_address()

fail call back
If amatching fails, there could be circumstances when the certificate should be accepted anyway. Think
for example of aweb browser where you choose to accept an outdated certificate. This option enables
implementation of such an exception but for hostnames. Thisf un/ 1 is called when no Ref er encel D
matches. The return value of the fun (abool ean() ) decidesthe outcome. If t r ue the the certificate is
accepted otherwise it isrejected. See "Pinning" a Certificate in the User's Guide.

fqgdn_fun
This option augments the host name extraction from URIs and other Reference IDs. It could for example be a
very special URI that is not standardised. The fun takes a Reference ID as argument and returns one of
e thehosthame
e theatomdef aul t : the default host name extract function will be used
* theatomundef i ned: ahost name could not be extracted. The pkix_verify hostname/3 will return

fal se.

For an example, see Hosthame extraction in the User's Guide.

pki x_verify_host name_mat ch_fun(Protocol) -> Result
Types:

Protocol = https

Result = function()

Thereturn value of calling this function isintended to be used in the mat ch_f un option in pkix_verify_hostname/3.

The returned fun augments the verify hostname matching according to the specific rules for the protocol in the
argument.

Currently supported httpsfun will alow wildcard certificate matching as specified by the HT TP standard. Note that
for instance LDAP have adifferent set of wildcard matching rules. If you do not want to allow wildcard certificates
(recommended from a security perspective) or otherwise customize the hostname match the default match function
used by sdl application will be sufficient.

sign(Msg, DigestType, Key) -> Signature
sign(Msg, DigestType, Key, Options) -> Signature
Types.
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Msg = binary() | {digest, binary()}
Di gest Type = di gest _type()
Key = private_key()
Options = crypto: pk_sign_verify opts()
Si gnature = binary()
Creates adigital signature.

The Msg is either the binary "plain text" datato be signed or it is the hashed value of "plain text", that is, the digest.

verify(Msg, DigestType, Signature, Key) -> bool ean()
veri fy(Msg, DigestType, Signature, Key, Options) -> boolean()
Types:
Msg = binary() | {digest, binary()}
Di gest Type = di gest _type()
Si gnature = binary()
Key = public_key()
Options = crypto: pk_sign_verify opts()
Verifiesadigital signature.
The Msg is either the binary "plain text" data or it is the hashed value of "plain text", that is, the digest.

short _nanme_hash(Nane) -> string()
Types:
Name = issuer_nane()
Generates a short hash of an issuer name. The hash isreturned as a string containing eight hexadecimal digits.
The return value of this function is the same as the result of the commandsopenssl crl -hash and openssl
x509 -issuer _hash, when passed the issuer name of a CRL or a certificate, respectively. This hash is used by

the c_r ehash tool to maintain a directory of symlinks to CRL files, in order to facilitate looking up a CRL by its
issuer name.
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